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Needles in the Haystack

Å Chen, C.. "CiteSpace II: Detecting and visualizing emerging trends and transient patterns in scientific literature." Journal of the Association for Information Science and Technology 57.3 

(2006): 359-377.

Å Spaaij, R.. "The enigma of lone wolf terrorism: An assessment." Studies in Conflict & Terrorism 33.9 (2010): 854-870.

Å Ngai, E. W., Hu, Y., Wong, Y. H., Chen, Y., & Sun, X. (2011). The application of data mining techniques in financial fraud detection: A classification framework and an academic review of 

literature. Decision support systems, 50(3), 559-569.

1. Insider Threat 2. Money Laundering 3. Lone Wolf Terrorism

4. Gene Disease 5. Identity Theft 6. Emerging Trend



An Example of Needles: Malicious Insiders

Malicious Insider
Definition
Current or former employee or 

contractor who

üintentionally exceeded or 

misused an authorized level 

of network, system or data 

access in such a way that,

üaffected the security of the 

organizationsô data, systems, 

or daily business operations
[Cappelli et al, RSA2008]

DARPA-BAA-10-84, DARPA-BAA-11-04, DARPA-BAA-11-64, IARPA-BAA-12-01, é 



Malicious Insiders: Fort Hood Shooting
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Rare Category Analysis

ÅProblem Definition
Rare category analysis ( RCA) refers to the problem of representing , 
identifying , characterizing and tracking rare examples from 
underrepresented minority classes in an imbalanced data set. 

ī Imbalanced data set
Queen:  10
Overall:  5000

ī Minority classes are not 

separable from majority 

class

Å An Illustration Example



Research Questions: Challenge of Rarity

Highly-skewed distribution

ü0.1%of any given population of 

users is malicious

ü 99.9% of normal users

[DARPA-BAA-11-04]

Non-separability nature

üMalicious users often camouflage 

their synthetic identity 

ü Malicious users try to bypass the 

fraud detection systems
[DARPA-MAA -18-09]

Commonality of insiders

üDetecting insiders of each type

üIdentifying relevant features

üCharacterizing each type of insiders
Q1: How to detect and characterize 

insiders of each type, using as little 

cost as possible?



Research Questions: Challenge of Dynamics

Extreme scarcity of insiders

ü0.1%of any given population of 

users is malicious

ü20%of malicious users are 

active on any given day
[DARPA-BAA-11-04]

Costly access to oracle

ü65K personnel at Fort Hood

Ą 4.7B emails in 2 years
ü~60initial activity reviews per 

day per operator
[DARPA-BAA-11-04]

Fine-grained dynamics

Q2: How to identify and track 

insiders of each type over time?



Research Questions: Challenge of Heterogeneity

Various information sources Various data types

Various types of insiders

Q3: How to detect, characterize, and 

tracking more insiders with high 

accuracy, using heterogeneous data?

blackmailed

psychological

vulnerability greedy

Attributed 

Data

Sequential

Data

Network

Data



Why do We Care?

Â Terrorist Incidents Worldwide Â Financial Fraud [Federal Trade Commission, 2017]

Â PR Crisis Â Cybercrime [M., McGuire, RSA2018]

US

Allies

Illegal online markets
Trade secret, IP theft
Data Trading

Cost over 1.5 trillion in 2018

Rare Category Analysis
(RCA)



Roadmap

ÅPart I: Rare Category Analysis for Static Attributed Data

ÅPart II: Rare Category Analysis for Temporal Sequential Data

ÅPart III: Rare Category Analysis for Network Data

ÅPart IV: Heterogenous Rare Category Analysis

ÅPart V: Challenges & Future Directions



Part I: RCA for Static 
Attributed Data



Taxonomy

Unsupervised Rare Category Analysis Semi-supervised Rare Category Analysis

Feature Selection

Å Active learning based
Å Nearest neighbor based

Rare Category Analysis for Attributed Data

Å Feature selection
Å Instance selection

Rare Category Detection

Å Comparison with imbalanced classification
Å Comparison with outlier/anomaly detection
Å Rare category characterization 



Active Learning for Rare Category Detection

ÅProblem
ÅGiven: (i) an unlabeled noisy set; (ii) a small budget of label querying 

from domain expert. 
ÅFind: identify useful anomalies (rare category examples ).

ÅChallenges
ÅHigh-skewed data distribution
ÅNo training data

Å D. Pelleg, A. W. Moore: Active Learning for Anomaly and Rare-Category Detection. NIPS 2004.

Diffraction Spikes Satellite Trails



Hint Selection Methods

ÅProposed Algorithm
ÅStep 1: Start with entirely unlabeled data.
ÅStep 2: Perform semi -supervised learning (which, on the first 

iteration degenerates to unsupervised learning).
ÅStep 3: Ask an expert to classify the anomaly patterns.
ÅStep 4: Go to Step 2.

Step 1 Step 2

Step 3

Step 4



Nearest -neighbor -based methods

ÅProblem
ÅGiven: a set of unlabeled examples Ὓ ὼȟȣȟὼ ȟὼᶰὙ , which 

come from άdistinct classes.
ÅFind: at least one example from each class. 

ÅIntuition: select examples according to the change in local 
density
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0
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is small

is large

Q: How to measure        ?
()df x
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x

f(x)

Å J. He, and J. Carbonell. Nearest-Neighbor-Based Active Learning for Rare Category Detection. NIPS 2007.



Intuition: How to Measure Ὢὼ?

More Purple

Higher Density

More Points in Purple Ball



Intuition: How to Measure ὨὪὼȾὨὼ?

Big 

Small  

Bigger Difference in 

Color of Purple Balls 

Bigger Change 

in Density

()dxxdf

()dxxdf



NNDB Algorithm for the Binary Case

1. Calculate class-specific radius r

2.              ,                                              ,                            

3.                                        

4. Query                              

5.       Rare class?

Increase t by 1

6. Output x

No

Yes



NNDB Algorithm at a Glance



Synthetic Data Sets

Â Majority class: 1000

Â Minority class: 10

Â Random: 101

Â NNDB: 3

Â Majority class: 3000

Â Smallest minority class: 79

Â Random: 83

Â NNDM: 5
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Taxonomy

Unsupervised Rare Category Analysis Semi-supervised Rare Category Analysis

Feature Selection

Å Active learning based
Å Nearest neighbor based

Rare Category Analysis for Attributed Data

Å Feature selection
Å Instance selection

Rare Category Detection

Å Comparison with imbalanced classification
Å Comparison with outlier/anomaly detection
Å Rare category characterization 



Feature Selection for Rare Category Analysis

ÅProblem
ÅGiven: a set of unlabeled examples Ὓ ὼȟȣȟὼ ȟὼᶰὙ .
ÅFind: a set of Ὠ features, which are relevant to rare categories. 

Å J. He, and J. Carbonell. Co-Selection of Features and Instances for Unsupervised Rare Category Analysis. SDM 2010

Input Data

Selected 
Features

Rare Category 
Analysis

Output 
Results 



Feature Selection for Rare Category Analysis

ÅChallenges
ÅData exhibit highly -skewed distribution
ÅLabel information is costly and difficult to obtain for rare examples
ÅConventional feature selection algorithms can not select the 
relevant features for rare category analysis due to itõs highly-
skewed nature

Input Data

Selected 
Features

Rare Category 
Analysis

Output 
Results 



Feature Selection for Rare Category Analysis

ÅIntuition
ÅRare category selection: select a set of examples which are likely 

to come from the minority class
ÅFeature selection: identify the features relevant to the minority 

class
ÅJ ointly dealing with the two tasks benefits both of them

Input Data

Selected 
Features

Rare Category 
Analysis

Selected Rare 
Examples

Output 
Results 



PALM Algorithm

ÅNotation
ÅUnlabeled examples: Ὀ ὼȟȣȟὼ ȟὼᶰὙ

ÅClass labels: ώᶰρȟς
ÅMajority class: ώ ρ, prior ρ ὴ

ÅMinority class:  ώ ς, prior ὴ
ÅRelevant subspace of the minority class: 
ÅὨ features relevant to the minority class
ÅSimilar values on the Ὠ features
ÅDiverse values on the remaining features



PALM Algorithm

ÅOptimization Problem

ÅConstraints
ÅThere are nppoints from the minority class

ÅThere are dr relevant features 

Binary minority class indicator vector

Binary relevant feature indicator vector

The ith element of a

The jth element of b



Synthetic Dataset

ÅMajority class: 1000

ÅMinority class: 10

ÅRelevant features:
ÅX and Y

ÅUsing proposed PALM
ÅFeature selection
Åbx=by=1

Åbz=0

ÅRare category selection
ÅPrecision: 90%



Taxonomy

Unsupervised Rare Category Analysis Semi-supervised Rare Category Analysis

Feature Selection

Å Active learning based
Å Nearest neighbor based

Rare Category Analysis for Attributed Data

Å Feature selection
Å Instance selection

Rare Category Detection

Å Comparison with imbalanced classification
Å Comparison with outlier/anomaly detection
Å Rare category characterization 



Semi-supervised Rare Category Analysis

ÅProblem 
Semi-supervised rare category analysis refers to the problem of 
detect and cluster rare examples from underrepresented minority 
classes, given one/few -shot labeled example. 

ÅA Pipeline

Input Data

Full No/Partial

Feature

Graph

Full No/Partial

Feature

Graph GRADE
[ICDM2008]

Prior
Data

Type

GRADE-LI
[ICDM2008]

NNDB

ALICE/MALICE
[NIPS2007, ISAIM2008]

SEDER
[SDM2009]

Rare Category Detection 
[SDM2009, ICDM2008,NIPS2007]

Rare Category Characterization
[FCS2012, ICDM2010, KDD2018]



Comparison with Imbalanced Classification

ÅImbalanced Classification
ÅProblem
ÅData exhibit imbalanced class-membership distribution
ÅLabeled example from all the classes
ÅModels for imbalanced classification focus on overall accuracy of each class

ÅMethodology: [Kubat & Matwin , ICML1997]; [Chawla et al, JAIR2002]; [Wu & 
Chang, ICML2003]; [Huang et al., CVPR2016]; é

ÅSemi-supervised Rare Category Analysis
ÅProblem
ÅData exhibit highly -skewed class-membership distribution.
ÅOne/few -shot labeled example from the rare categories.
ÅModels for rare category analysis put heavy emphasis on learning minority classes

with a good performance.

ÅMethodology: [Fine & Mansour, COLT2006]; [Dasgupta & Hsu, ICML2008]; [ Vatturi
& Wong, KDD2009]; [Zhou et al., KDD2018]; é



Comparison with Outlier/Anomaly Detection

ÅOutlier vs. Rare Class
Å[Pelleg & Moore, NIPS2005] 
ò Most of the objects (i.e., majority classes ) are well explained by current theories and é. 
remainder are anomalies, but 99% of these anomalies are uninteresting , and only 1% of them 
(i.e., rare categories ) are useful é  the rest type of anomalies, called boring anomalies (i.e., 
outliers )ó 

ÅAnomalies are the instances that does not fit the distribution of the majority classes. 
ÅOutliers are typically the single points,  separable from normal examples and are 

scattered over the space. 
ÅRare categories assumes the minority classes are compact in the feature space and 

may overlap with the majority class . 

Input Data

Anomalies

Outlier

Rare Useful, Compact

Uninterested, 
Scattered



Rare Category Characterization

ÅProblem
ÅGiven: a few labeled examples from both classes
ÅFind: a set of unlabeled examples which are likely to come from the 

minority class

ÅBinary case
ÅOne majority class, one minority class
ÅCan be extended to multiple rare categories

Å J. He, H. Tong, and J. Carbonell. Rare Category Characterization. ICDM 2010.



RACH Algorithm

ÅPre-processing: Filtering
ÅAssumption
ÅRare examples enclosed by a minimum- radius hyperball

ÅIntuition
ÅSafely discard unlabeled examples far away from the minority class

Labeled minority
class examples

One-class SVM

Unlabeled
examples

Center &
radius

Filtered unlabeled
examples



RACH Algorithm

ÅFormulation
Radius

Center

Slack variable
for labeled

examples from
majority class

Slack variable for
unlabeled examples

Parameters



RACH Algorithm

ÅIntuitions

Intuition: find the smallest hyperball that covers the denser 
support region of the minority class

MOST labeled examples from the
majority class outside the hyperball

ALL labeled examples from the
minority class inside the hyperball

MANY unlabeled examples 
enclosed by the hyperball



Empirical Studies: 20 Newsgroups
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Empirical Studies
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Part II: RCA for Temporal 
Sequential Data



Application 1: Health Condition Monitoring

ÅHeart Disease
ÅInseparable from normal patterns
ÅHigh skewed 
ÅMultiple sources

Body Sensor 
Network 

Segment-level:
irregular pulse

Sequence-
level:

abnormalbio-
signals



Application 2: Synthetic ID Detection 

ÅSynthetic ID
ÅCombining real and fake identifying information
ÅExtremely imbalanced distributions
ÅReal time transaction 

Segment-level

Sequence-level



Application 3: Insider Trading Detection

Security 
Boundary

Sequence-level:
Insider

Segment-level:
Insider Trading



Challenges on Temporal Data

ÅHeterogeneity  
ÅDifferent length of temporal sequences

ÅDifferent types of temporal patterns

ÅHierarchy
ÅRCA amongmultiple time series

ÅRCA within a given time series

ÅSparsity
Å Sequence-level targets are rare

Å Segments-level targets are rare



Taxonomy

Segment-level RCA Bi-level RCA

Subsequences

Å Profile similarity based
Å Deviants based

Rare Category Analysis for Temporal Sequential Data

Å Regular subsequence
Å Irregular subsequence

Points

Time-series-level RCA

Å Unsupervised approached
Å Supervised approached



Rare Category of Points

ÅProblem
ÅGiven: a time series ● ὼȟὼȟȣȟὼ .
ÅFind: the rare categories of points in ●.

ÅApproaches
ÅProfile -similarity -based methods [Williams et al., IPDPS2007]

ÅDeviants -based methods [Jagadish et al., VLDB1999; Muthukrishnan et al., SSDBM2004]

Abnormalpoints= Rare Examples 



Profile -Similarity -Based Methods

ÅIntuition
ÅMaintain a profile for the normal patterns (majority classes)
ÅIdentify abnormal patterns (minority classes) by comparing new 

time points against the profile.

ÅTiresias system
ÅTarget multi -variable OS performance metric time series
ÅMaintain a normal profile and the variance vector 
ÅAny new data points is compared both with the normal profile and 

the variance vector to compute its anomaly score

Å A. W. Williams, S. M. Pertet, and P. Narasimhan, ñTiresias: Black-box Failure Prediction in Distributed Systems,ò in Proc. of the 21st Intl. Parallel and Distributed Processing Symposium 

(IPDPS), 2007, pp. 1ï8.



Deviant -Based Methods

ÅIntuition
ÅFind points in a given time series whose 

removal from series results in a histogram 
representation with a lower error bound 
than the original.

ÅApproaches
ÅFind the optimal set of Ὧdeviants always 

consists of the ὰhighest and remaining Ὧ ὰ
lowest values for some ὰ Ὧ.

ÅPropose a dynamic programming based 
solution that maintains a partial solution 
only for a few interspersed indexes of the 
time series rather than for each value

Point 11 and 4 are the rare examples

Å S. Muthukrishnan, R. Shah, and J. Vitter, ñMining Deviants in Time Series Data Streams,ò in Proc. of the 16th Intl. Conf. on Scientific and Statistical Database Management (SSDBM), Jun 

2004, pp. 41ï50.



Taxonomy

Segment-level RCA Bi-level RCA

Subsequences

Å Profile similarity based
Å Deviants based

Rare Category Analysis for Temporal Sequential Data

Å Regular subsequence
Å Irregular subsequence

Points

Time-series-level RCA

Å Unsupervised approached
Å Supervised approached



Rare Category of Subsequences

ÅProblem
ÅGiven: a time series ● ὼȟὼȟȣȟὼ .
ÅFind: the rare categories of subsequences in ●.

ÅApproaches
ÅRegular subsequences
ÅDiscord Discovery [Keogh et al., ICDM2005; Yeh et al., ICDM2016]

ÅSignal-transformation -based methods [Bu et al., SDM2007]

ÅMatrix -profile -based methods [Zhu et al., ICDM2018; Linaridi et al., SIGMOD2018]

ÅIrregular subsequences

Abnormalsubsequences =Rare Examples 



Discord Discovery

ÅDiscord Definition 
Given a time series Ὕ, the subsequence Ὀof length ὲbeginning at 
position ὰis said to be the discord of Ὕif Ὀhas the largest distance 
to its nearest non -overlapping match. 

ÅApproaches 
ÅThe brute force solution is to consider all possible subsequences 
ίɴ Ὓof length ὲin Ὕand compute the distance of each such ίwith 
each other non -overlapping ίᶰ3.
ÅThe top -K pruning reordering the subsequences to make the 

computation more efficient with various heuristics, such as 
symbolic aggregate approximation (SAX) [Keogh et al., ICDM2005] and 
locality sensitive hashing [Wei et al., ICDM2006].

Å E. Keogh, J. Lin and A. Fu (2005). HOT SAX: Efficiently Finding the Most Unusual Time Series Subsequence. In Proc. of the 5th IEEE International Conference on Data Mining (ICDM 2005), 

pp. 226 - 233., Houston, Texas, Nov 27-30, 2005.



Signal-Transformation -Based Methods

ÅHaar Wavelet Transform
ÅProvides better pruning power
ÅCan dynamically determine the word size (unlike SAX)

ÅApproaches [Bu et al., SDM2007]

ÅHaar wavelet transform
ÅNormalize Haar wavelet coefficients
ÅIdentify cutpoints by treating this distribution as Gaussian such that area 

between any 2 cutpoints is same
ÅMap Haar coefficients to symbols based on cutpoints
ÅPerform appropriate ordering of subsequences to use as candidates and 

compare

Top-3 discords in power 
consumption history of a Dutch 

research facility in year 1997

Å Y. Bu, O. T.-W. Leung, A. W.-C. Fu, E. J. Keogh, J. Pei, and S. Meshkin, ñWAT: Finding Top-K Discords in Time Series Database,ò in Proc. of the 7th SIAM Intl. Conf. on Data Mining (SDM), 

2007, pp. 449ï454.



Matrix -Profile -Based Methods

ÅWhat is the Matrix Profile?
ÅThe Matrix Profile (MP) is a data structure that annotates a time 

series.
ÅThe matrix profile at the Ὥ location records the distance of the 

subsequence Ὥto its Ὧ -nearest neighbor. 

ÅIllustration Examples

Time Series Ὕ

Matrix Profile

the subsequence starting at 921 happens to have a distance of 177.0 to its nearest neighbor (wherever it is).

Å Mueen, A., Keogh, E. , Time Series data Mining Using the Matrix Profile: A Unifying View of Motif Discovery, Anomaly Detection, Segmentation, Classification, Clustering and Similarity Joins, 

KDD tutorial 2017



ÅMajority classes
ÅRelative low Matrix Profile value
ÅHave relative similar subsequence through the data

ÅMinority classes
ÅRelative high Matrix Profile value
ÅUnique in the shape (such areas are òdiscordsó or rare category)

Matrix -Profile -Based Methods

Rare Categories



ÅElectrocardiogram 
ÅMIT -BIH Long -Term ECG Database
ÅTwo anomalies annotated by MIT cardiologists
ÅRelative high MP values for ectopic beats

Matrix -Profile -Based Methods



Irregular Subsequences

ÅProblem
ÅThe time series Ὕ ὼȟὸȟὼȟὸȟȣȟὼȟὸ is not collected with an 

equal sampling rate, 
ÅGiven a time series Ὕ, ὸ ὸis not all the same for all Ὥɴ ρȟςȟȣȟὲ.
ÅThe pattern are defined as a subsequences of a set of consecutive points 
ὴ ὼȟὸȟȣȟὼ ȟὸ .

ÅSolution
Å[Chen and Zhan, JCAM2008] propose a outlier detection methods for unequal 

interval time series.
ÅSubsequences are abnormal if there are very few other patterns with the 

same slope and the same lengths.

ÅTo identify anomalies at multiple resolutions, Haar transform is used. 

Å X. Chen and Y. Zhan, ñMulti-scale Anomaly Detection Algorithm based on Infrequent Pattern of Time Series,ò Journal of Computational and Applied Mathematics, vol. 214, no. 1, pp. 227ï

237, Apr 2008.



Taxonomy

Segment-level RCA Bi-level RCA

Subsequences

Å Profile similarity based
Å Deviants based

Rare Category Analysis for Temporal Sequential Data

Å Regular subsequence
Å Irregular subsequence

Points

Time-series-level RCA

Å Unsupervised approached
Å Supervised approached



Time-Series -Level Rare Category Analysis  

ÅProblem
Given a time series database.
Find: all the rare categories of time series.

ÅIllustration Example

An abnormal signal = A Rare Example 



Nearest -Neighbor Based Methods

ÅDefine a similarity function to compare two time series
ÅnLCS: length of the longest common subsequence
ÅDTW: dynamic time warping
Åé

ÅCompute the clustering spaces 
ÅK-medoids 
ÅK-means/ Phased K-means
ÅSingle-linkage clustering 

ÅCalculate the likelihood score for rare categories
ÅKNN-based methods [He and Carbonell, NIPS2007; Chandolaet al., 2008]

ÅSampling-based methods [Dasgupta and Hsu, ICML2008]

ÅMean-shift -based methods [Vatturi et al., KDD2009]



Window-Based Detection Methods

ÅAdvantage: Better localization of anomalies compared to 
techniques that compute time series outlier score directly

ÅDisadvantage: New parameter -- window length parameter



Supervised Approaches

ÅSubsequences of positive and negative strings of behavior as 
features with
ÅString matching classifier [Cabrera et al., 2001; González and Dasgupta, 2003]

ÅNeural networks [Dasgupta and Nino, 2000; Endler , 1998; Gosh et al., 1998; Ghosh et al., 
1999a; Ghosh and Schwartzbard , 1999]

ÅElman network [Ghosh et al., 1999a]

ÅBag of system calls features with decision tree, Naive Bayes, 
SVMs [Kang et al., 2005]

ÅSliding window subsequences with
ÅSVMs [Tian et al., 2007; Wang et al., 2006]

ÅRule based classifiers (Classification using Hierarchical Prediction Rules 
(CHIP)) [Li et al., 2007]

ÅHMMs [Gao et al., 2002]



Taxonomy

Segment-level RCA Bi-level RCA

Subsequences

Å Profile similarity based
Å Deviants based

Rare Category Analysis for Temporal Sequential Data

Å Regular subsequence
Å Irregular subsequence

Points

Time-series-level RCA

Å Unsupervised approached
Å Supervised approached



Bi-Level Rare Category Analysis

ÅProblem
ÅGiven: (i) a t ime series database: Ὓ={●̂(( ) ),é, ●̂((╜) )}, (ii) Prior : 
ὖ.
ÅFind: (i) sequence-level predicted label: { ὣ̂ ((1) ),é, ὣ̂((ὓ) )}, (ii) 

Segments-level predicted label: { ◐̂(( ) ),é, ◐̂((╜) )}.

Å Dawei Zhou, Jingrui He, Yu Cao, Jae-sun Seo. Bi-level Rare Temporal Pattern Detection, IEEE International Conference on Data Mining (ICDM-2016), December 2016



BIRAD Algorithm

ÅModeling Abnormal Temporal Sequence

)ÎÉÔÉÁÌ0ÒÏÂÁÂÉÌÉÔÙ

0ÒÙ ȿ9 ρ

Emission Probability  

0Òὼ ȿώ ȟὣ ρ

4ÒÁÎÓÉÔÉÏÎ0ÒÏÂÁÂÉÌÉÔÙ

0ÒÙ ȿÙ ȟ9 ρ)

Emission Probability

Initial Probability Transition Probability

Hidden Markov  
Assumptions



BIRAD Algorithm

ÅModeling Normal Temporal Sequence

Emission Probability  

0Òὼ ȿὣ π

Assumption: All temporal segments are normal within 
normal temporal sequence. 0ÒÙ ȿÙ ȟ9 π ρ



BIRAD Algorithm

ÅOver -all Objective Function

Assumption: Only abnormal 

sequence ὣ ρ) contains 

abnormal segments (ώ ρ)

Probability of ●□ is 

normal (ὣ π)

Probability of ●□ is 

abnormal (ὣ ρ)



BIRAD ðiteration 0

Abnormal Abnormal

Abnormal Abnormal

Model Initialization: randomly select abnormal patterns  



BIRAD ðiteration 1

Abnormal Abnormal

Abnormal Abnormal

Model Updating: ‘ ωȢςȟ„ πȢψȠ‘ ωȢυȟ„ πȢυ



BIRAD ðiteration 2

Abnormal normal

normal Abnormal

Model Updating: ‘ ωȢςυȟ„ πȢφȠ‘ ωȢφφȟ„ πȢρ



BIRAD ðiteration 3

Abnormal normal

normal normal

Model Updating: ‘ ωȢςυȟ„ πȢφȠ‘ ρρȟ„ πȢψ



BIRAD ðiteration 4

Abnormal normal

normal normal

Model Updating: ‘ ωȢςυȟ„ πȢφȠ‘ ρςȟ„ πȢω



BIRAD ðiteration 5

Abnormal normal

normal normal

Model Updating: ‘ ωȢςυȟ„ πȢφȠ‘ ρςȢυȟ„ ρȢσ Converge !



Part 3: Rare Category 
Analysis for Network Data



Applications

Computer Network Online Transaction NetworkSocial Network

Emerging Trends Money Laundering Network Intrusion



Taxonomy

Static Graph Dynamic Graph

Plain Graph Attributed Graph

Low-order structure
High-order structure

Rare Category Analysis for Network Data

Community based
Embedding based

Homogeneous network
Heterogeneous network



Rare Category in Weighted Graphs

ÅProblem
ÅQ1: Given a weighted and 

unlabeled graph, how can we spot 
strange, abnormal, extreme 
nodes?

ÅQ2: Can we explain why the 
spotted nodes are anomalous 
(rare examples) ?

Å L. Akoglu, M. McGlohon, C. Faloutsos. OddBall: Spotting Anomalies in Weighted Graphs. PAKDD, 2010.



OddBall Algorithm

ÅFeature extraction
Åὔ: number of neighbors (degree) of egonet Ὥ

ÅὉ: number of edges in egonet Ὥ

Åὡ : total weight of egonet Ὥ

Å‗ ȟ: principal eigenvalue of the weighted adjacency matrix of 
egonet Ὥ



OddBall ALgorithm

ÅProposed method
ÅFor each node,
ÅExtract òego-netó (=1-step neighborhood)
ÅExtract features (#edges, total weight, etc.)
Åfeatures that could yield òlawsó

Åfeatures fast to compute and interpret

ÅDetect regular patterns
ÅExamples from majority classes
ÅCompute the distribution of regular patterns

ÅDetect irregular patterns
ÅExamples from minority classes
ÅCompute the anomaly score = distance to fitting line

uniform, robot-like behavior



Rare Category in Bipartite Graphs

ÅProblem
ÅQ1. Neighborhood formation (NF)
ÅGiven a query node ήin ╥, what are the relevance 

scores of all the nodes in ╥ to ή?
ÅEX: Similar authors in publication networks

ÅQ2. Anomaly detection (AD)
ÅGiven a query node ήin ╥, what are the normality 

scores for nodes in ╥ that link to ή?
ÅEX: Unusual papers in publication networks

Å J. Sun, H. Qu, D. Chakrabarti, and C. Faloutsos. Neighborhood formation and anomaly detection in bipartite graphs. ICDM, 2005.



Neighborhood Formation

ÅMain Idea
ÅConduct Random-Walk -with -Restart from ή

ÅCompute steady-state ὠas neighborhood 
relevance
ÅConstruct transition matrix ὖ

ÅFly-back probability ὧto ή

ÅSolve for steady state
ὺ ὖὺ ὧή



Anomaly Detection

ÅMain Idea
ÅPairwise ònormalityó scores of neighbors ὸ

ÅFunction of (e.g., ὥὺὫ) pair -wise scores
ÅFind set S of nodes connected to ὸ

ÅCompute ȿὛȿὼȿὛȿnormality matrix Ὑ
ÅAsymmetric, diagonal reset to 0

ÅApply score function ὪὙ
ÅEX: ὪὙ άὩὥὲὙ



Reveal Rare Category via NNrMF

ÅMatrix Tool for Finding Graph Patterns

Graph Adj. Matrix A A = F x G+ R

Low-rank matrices Residual matrix

Å H. Tong, C. Lin: Non-Negative Residual Matrix Factorization with Application to Graph Anomaly Detection. SDM, pages 143-153, 2011.



Reveal Rare Category via NNrMF

ÅMatrix Tool for Finding Graph Patterns

Graph Adj. Matrix A A = F x G+ R

Low-rank matrices Residual matrix

community anomalies

An Illustrative Example



Improve Interpretation by Non -negativity

ÅA Typical Procedure:

ÅAn Example

Interpretation by Non-negativity

Graph
Adjacency
Matrix A

A = F x G+ R

community

anomalies

Non-negative Matrix Factorization

F >= 0; G >= 0
(for community detection)

Non-negative Residual 
Matrix Factorization

R(i,j) >= 0; for A(i,j) > 0
(for anomaly detection)

This Paper



Optimization Formulation

Q: How to find ôoptimalõ F and G? 
ÅD1: Quality       ăĄ C1: non-convexity of opt. objective
ÅD2: Scalability  ăĄ C2: large size of the graph

Non-negative residual

Weighted Frobenius Form

WeightCommon in Any 
Matrix Factorization



Rare Category with High -Order Structures

ÅProblem
ÅGiven: Graph Ὃ=(ὠ, Ὁ), user-defined structure ὔ.
ÅFind: Find a structure -rich dense subgraph that largely preserves 

the user -defined structures.

2

3

1

User-define structure

3-node line

1 2

Dense Subgraph with 
rich 3-node lines

3╖

Å D. Zhou, S. Zhang, M. Y. Yildirim, S. Alcorn, H. Tong, H. Davulcu, J. He: A Local Algorithm for Structure-Preserving Graph Cut. KDD 2017: 655-664



High-Order Structures in Real Applications



High Order Conductance

ÅDefinition
For any cluster ὅin graph Ὃand the Ὧ -order structure    , the Ὧ -order 
conductance ɮὅȟὔ is defined as

The number of network 
structures    broken due 
to the partition of Ὃinto 
ὅand Ӷὅ

ɮὅȟὔ
ὧόὸὅȟὔ

ÍÉÎ‘ὅȟὔȟ‘ Ӷὅȟὔ

The number of 
network structures  in 
ὅ. 

The number of 
network structuresin 
Ӷὅ. 



High Order Conductance

Cut ὅ ɮὅȟὔ
ὧόὸὅȟὔ

ÍÉÎ‘ὅȟὔȟ‘ Ӷὅȟὔ

Graph Ὃ

ü
▪▀-order conductance 

ɮὅȟὔ
ρ

ÍÉÎτȟρρ
ρȾτ

ü
►▀-order conductance

ɮὅȟὔ
ς

ÍÉÎσȟστ

ς

σ



HOSPLOC Algorithm

ÅConstruct Adjacency Tensor
Given a graph Ὃ ὠȟὉ, the Ὧ -order network structure N on Ὃcould be 
represented in a Ὧ-dimensional adjacency tensor Ὕas follows

For the set of nodes {2, 4, 1}
Ὕρȟτȟς π

For the set of nodes {6, 8, 10}
Ὕρπȟψȟφ ρ╖: ╝:

Example:



HOSPLOC Algorithm

ÅCompute Transition Tensor
Given a graph Ὃ ὠȟὉ and the adjacency tensor Ὕfor the Ὧ -order network 
structure N, the corresponding transition tensor ὖcould be computed as

For the set of nodes {2, 4, 1}
ὖρȟτȟς π

For the set of nodes {6, 8, 10}
ὖρπȟψȟφ ρȾσ╖: ╝:

Example:



HOSPLOC Algorithm

ÅUsing the òrank-1ó approximation [Li and NG, 2013], the high -order 
random walks can formulated as

ή ὖή ȣή

ÅVector based graph cut
ÅLocally conduct high -order random walks to explore ὔ.
ÅCompute the permutation “of the returned HRW distribution ήsuch 

that:

ÅIteratively check the potential cuts ὅ_1, ὅ_2, é,ὅ_(ὲī1), where 
ὅ_Ὥ={“(1), é,“(Ὥ)}.



Hierarchical Rare Category Detection

ÅProblem
ÅGiven:  Adjacency matrix ═, missing edge penalty ὴ, number of 

hierarchies ὑ;.density increase ratio –.
ÅFind: Subgraph node indicator vectors ●ȟ●ȟȣȟ● .

E
d

g
e

 D
e

n
s
ity

 Ὠ
o
ve

r 
L

a
ye

rs
 

Å S. Zhang, Dawei Zhou, M. Y. Yildirim, S. Alcorn, J. He, H. Davulcu, H. Tong. HiDDen: Hierarchical Dense Subgraph Detection with Application to Financial Fraud Detection.



HiDDen Algorithm

ÅDensity Measure
ÅIntuition:
Å#1: Maximize the number of existing edges
Å#2: Minimize the penalty of the missing edges

ÅMathematical Details:

ÅCorrectness:
ÅEquivalent to edge surplus density w.r.t quasi -clique

ÅRelaxation:

ÍÁØ
●

ὐ● ●═● ὴ● ╘ ═●

ίȢὸ ●ɴ πȟρ

Intuition #1 Intuition #2

●ᶰπȟρ ●



HiDDen Algorithm

ÅConstraints for Hierarchies
ÅConstraints:
Å#1 ðDensity variety: densities in two hierarchies exhibit a difference
Å#2 ðNested node set: larger subgraphs contain smaller subgraphs

ÅMathematical Details:
ÅDensity variety:

ÅNested node set:

● ═●

● ╘●
–

● ═●

● ╘●

Example: Ὠ ρȢρ Ὠ

ὠ Ṗὠ Ṗὠ ● ● ●

Example: ὠ Ṗὠ Ṗὠ Ṗὠ



HiDDen Algorithm

ÅObjective function:

ÅObservation: a non -convex quadratic constrained quadratic 
programming problem (QCQP)
ÅOptimization: alternative projected gradient descent method

ÍÁØ
●ȟ●ȟȣȟ●

● ρ ὴ═ ὴ ╘●

ίȢὸ
● ═●

● ╘●
–

● ═●

● ╘●
● ● ●
ᶪὮ ρȟςȟȣȟὑ

edge surplus in 
Ὧ hierarchy

density variety

nested node set



Taxonomy

Static Graph Dynamic Graph

Plain Graph Attributed Graph

Low-order structure
High-order structure

Rare Category Analysis for Network Data

Community based
Embedding based

Homogeneous network
Heterogeneous network



Community Outliers for Attributed Graph 

ÅProblem
ÅGiven: An attributed graph Ὃ ὠȟὉȟὢ , where ὠpresents the set 

of nodes, Ὁrepresent the set of edges and ὢrepresent the node 
features. 
ÅFind: Objects (Rare Example) with features deviating from other 

community members

Å J. Gao, F. Liang, W. Fan, C. Wang, Y. Sun, J. Han: On community outliers and their efficient detection in information networks. KDD 2010.



An Unified Probabilistic Model


