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Needles in the Haystack
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1. Insider Threat 2. Money Laundering
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4. Gene Disease 5. ldentity Theft 6. Emerging Trend
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An Example of Needles: Malicious Insiders

Definition

Current or former employee or

contractor who

U intentionally exceeded or
misused an authorized level
of network, system or data
access in such a way that,

U affected the security of the
organi zations@o
or daily business operations

[Cappelli et al, RSA2008]

DARPA-BAA-10-84, DARPABAA-11-04, DARPABAA-11-64, IARPABAA-12-0 1 , e
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Malicious Insiders: Fort Hood Shooting

OObviousod Cl ues:

Q: Can we reverse |t?

G1 Find individual traces G2. Connect the dots G3. Prevent the tragedy
o0, )
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@
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shooting

Past Current



Rare Category Analysis

AProblem Definition

Rare category analysis ( RCA) refers to the problem of  representing
, Characterizing and tracking rare examples from
underrepresented minority classes in an imbalanced data set.

A An lllustration Example

I Imbalanced data set

Queen: 10
Overall: 5000

S <2 I Minority classes are not
AT separable from majorit
. ‘-:" =" # )\ p J y

@ class
S




Research Questions: Challenge of Rarity

Highly-skewed distribution

U 0.1%of any given population of
users is malicious
u 99.9%f normal users

[DARPA-BAA-11-04]

Commonality of insiders

U Detecting insiders of each type
U Identifying relevant features
U Characterizing each type of ins

Non-separability nature

U Malicious users often camouflag
their synthetic identity
U Malicious users try to bypass t
fraud detection systems

he

[DARPA-MAA -18-09]

Q1 How to detect and characterize
Insiders of each type, using as little
cost as possible?



Research Questions: Challenge of Dynamics

Extreme scarcity of insiders Costly access to oracle
U 0.1%of any given population of U 65Kpersonnel at Fort Hood
users is malicious A 4.7B emails in 2 years
U 20%of malicious users are U ~ 60initial activity reviews per
active on any given day day per operator
[DARPA-BAA-11-04] [DARPA-BAA-11-04]
Fine-grained dynamics

Q2 How to identify and track
Insiders of each type over time?



Research Questions:

Various information sources

\@/@ *

Various types of insiders

psychological
blackmailed vulnerability greedy

Challenge of Heterogeneity

Various data types

\ /’ s
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v T REER '~é,~:,\ i
Attributed Sequential Network
Data Data Data

Q3 How to detect, characterize, and
tracking more insiders with high
accuracy, using heterogeneous dat:



Why do We Care?

Rare Category Analysi
(RCA)

A Terrorist Incidents Worldwide A Financial

3,500,000

W Fraud complaints
50,000 m Other consumer complaints 3,035,
45,000 Iniuri 3,000,000 qmidentity theft complaints
==|njuries
40,000 2.591.145
35,000  ==—Deaths 2,500,000 1,143,422 DA TRIEN 40
30,000 = Number of incidents 1138308 P
25 000 2,000,000
20'000 1,513,794 [553
15'000 1,600,000
10,000 1,000,000
5,000
0 500,000
332,647 PO L 16% 371,061
0 -

2014 2015 2016 2017

Cybercrime [M., McGuire, RSA2018]

>

® |llegal online markets

5500,000,006,000 ®m Trade secret, IP theft
slso,mm,m m Data Trading

$860,000,000,000

Cost over 1.5 trillion in 2018




Roadmap

APart |: Rare Category Analysis for Static Attributed Data
APart II: Rare Category Analysis for Temporal Sequential Data
APart Ill: Rare Category Analysis for Network Data

APart IV: Heterogenous Rare Category Analysis

APart V: Challenges & Future  Directions



Part |: RCA for Static
Attributed Data



Taxonomy

Rare Category Analysis for Attributed Data

SIS

Unsupervised Rare Category Analy

l

' v

Semisupervised Rare Category Analyisis

A Comparison with imbalanced classification
A Comparison with outlier/anomaly detection
A Rare category characterization

Rare Category Detectién Feature Selectiod\

A Feature selection

A Active learning based
A Nearest neighbor based A Instance selection




Active Learning for Rare Category Detection

AProblem

AGiven: (i) an unlabeled noisy set; (ii) a small budget of label querying
from domain expert.

AFind: identify useful anomalies (rare category examples ).

AChallenges - ey
AHigh-skewed data distribution ;\
ANo training data ‘-.\ .

|\'
Diffraction Spikes Satellite Trails

A D. Pelleg, A. W. Moore: Active Learning for Anomaly and Rare-Category Detection. NIPS 2004.



Hint Selection Methods

AProposed Algorithm
AStep 1: Start with entirely unlabeled data.

A Step 2: Perform semi -supervised learning (which, on the first
iteration degenerates to unsupervised learning).

A Step 3: Ask an expert to classify the anomaly patterns.
AStep 4: Go to Step 2.

Step 3
Random set Ask expert Spot "important"
of records | to classity [ o000
some records

Swp4* *

Build model Run all data ]

from data =] through model
and labels
Step 1 Step 2




Nearest -neighbor -based methods

AProblem

AGiven: a set of unlabeled examples Y {8 ho }o N 'Y , which
come from & distinct classes.

AFind: at least one example from each class.

Alntuition: select examples according to the change in local
density

. d, .
f(x) - j;gcx) IS small

—

o df(x) / j & /
- Is large

Q: How to measure (XX)’P

A J.He, and J. Carbonell. Nearest-Neighbor-Based Active Learning for Rare Category Detection. NIPS 2007.



Intuition; How to Measure Qw ?

200+
180
160+
140+
1200
100 -
g0+
60+
40+
20+

0 50 100 150 200 250

More Points in Purple Ball

More Purple

3

Higher Density




Intuition; How to Measure Q@ 1Q ®

200+
180 -
160+
140+
1200
100+
80+
60+
40+
20+

Big df (x)/dx

Bigger Difference in
Color of Purple Balls

|

Bigger Change
In Density



NNDB Algorithm for the Binary Case

Increase t by 1

No




NNDB Algorithm at a Glance




Synthetic Data Sets

1

Majority class: 1000
Minority class: 10
Random: 101
NNDB: 3

200 -
180
160
140+
120
100

80

20¢

1 1 ol ]
a a0 100 150 200 250

Majority class: 3000
Smallest minority class:
Random: 83

NNDM: 5

79



Taxonomy

Rare Category Analysis for Attributed Data

SIS

Unsupervised Rare Category Analy

l

' v

Semisupervised Rare Category Analyisis

A Comparison with imbalanced classification
A Comparison with outlier/anomaly detection
A Rare category characterization

Rare Category Detectién ‘ Feature Selectiod\

A Feature selection

A Active learning based
A Nearest neighbor based A Instance selection




Feature Selection for Rare Category Analysis

AProblem

AGiven: a set of unlabeled examples Y {wh ho o N Y .
AFind: a set of ‘Q features, which are relevant to rare categories.

Rare Category Output

Input Data Analysis Results

Selected
Features

A J.He, and J. Carbonell. Co-Selection of Features and Instances for Unsupervised Rare Category Analysis. SDM 2010



Feature Selection for Rare Category Analysis

AChallenges
AData exhibit highly -skewed distribution
ALabel information is costly and difficult  to obtain for rare examples

AConventional feature selection algorithms can not select the
rel evant features for rare category
skewed nature

Rare Category Output
Analysis Results

 Selected ‘|? |
Features /
P

Input Data— — = = = = = = = = = = = = = — — — = = -




Feature Selection for Rare Category Analysis

Alntuition

ARare category selection: select a set of examples which are likely
to come from the minority class

AFeature selection: identify the features relevant to the minority
class

AJ ointly dealing with the two tasks benefits both of them

- Selected Rare

Examples \
pUtDEE- - - - ------------——-—-- _, Rare Category Output
Analysis Results

~ Selected ‘

~ Features



PALM Algorithm

ANotation
AUnlabeled examples: ‘O  {G M ho Yoo N Y
AClass labels: & N plt
AMajority class: @ p, prior p
AMinority class: ® ¢, prior 1)
ARelevant subspace of the minority class:
A'Q features relevant to the minority class

A Similar values on the 'Q features
A Diverse values on the remaining features



PALM Algorithm

AOptimization Problem

Binary minority class indicator vector

ac{1f Theith element ofa
1

ACOHS%FH&“?IJ): np 22 j=1 bj(x!j - xiq')Z]

AThere arennL)ints from the minority

Binary relevant feature indicator vector Thejth element ofb
be{O,lB_‘ a =np,a, =01

2

AThere arg, relevant features
> b,=d. b =0,
j=1 reJ

J



Synthetic Dataset

0.5

AMaijority class: 1000
AMinority class: 10

ARelevant features:
AXandY

AUsing proposed PALM

AFeature selection
Ab=b =1
Ab.=0

ARare category selection
APrecision: 90%



Taxonomy

Rare Category Analysis for Attributed Data

SIS

Unsupervised Rare Category Analy

l

' v

Semisupervised Rare Category Analyisis

A Comparison with imbalanced classification
A Comparison with outlier/anomaly detection
A Rare category characterization

Rare Category Detectién Feature Selectiod\

A Feature selection

A Active learning based
A Nearest neighbor based A Instance selection




Semi-supervised Rare Category Analysis

AProblem

Semi-supervised rare category analysis refers to the problem of
detect and cluster rare examples from  underrepresented minority
classes, given one/few -shot labeled example.

A A Pipeline
Q}ﬁg i L] { ]
Input Data | Rare Categg?y Detection Rare Category Characterization

[SDM2009, ICDM2008,NIPS2007] [FCS2012, ICDM2010, KDD2018]



Comparison with Imbalanced Classification

Almbalanced Classification

AProblem

A Data exhibit imbalanced class-membership distribution
A Labeled example from all the classes
A Models for imbalanced classification focus on  overall accuracy of each class

AMethodology: [Kubat & Matwin , ICML1997]; [Chawla et al, JAIR2002]; [Wu &

Chang, | CML2003]; [ Huang et al ., CVPR2016]
ASemi-supervised Rare Category Analysis
AProblem

A Data exhibit highly -skewed class-membership distribution.
A Onelfew -shot labeled example from the rare categories.

A Models for rare category analysis put heavy emphasis on  learning minority classes
with a good performance.

AMethodology: [Fine & Mansour, COLT2006]; [Dasgupta & Hsu, ICML2008]; [  Vatturi
& Wong, KDD2009]; [Zhou et al ., KDD2018] ;



Comparison with Outlier/Anomaly Detection

AOutlier vs. Rare Class
A [Pelleg & Moore, NIPS2005]

0O Most of tilreemamiyjchassdsy @r e wel | explained by <c
remainder are anomalies, but 99% of these anomalies are , and only 1% of them
(i.e., rare categories ) are useful é the rest type of anomalik.es,
outliers) o

A Anomalies are the instances that does not fit the distribution of the majority classes.

A Outliers are typically the single points, separable from normal examples and are
over the space.

A Rare categories assumes the minority classes are compact in the feature space and
may overlap with the majority class

Rarénh——> Useful, Compact

Anomalies

ﬁ

Input Data ’

Outlier




Rare Category Characterization

AProblem

AGiven: a few labeled examples from both classes

AFind: a set of unlabeled examples which are likely to come from the
minority class

ABinary case
AOne majority class, one minority class
ACan be extended to multiple rare categories

A J.He, H. Tong, and J. Carbonell. Rare Category Characterization. ICDM 2010.



RACH Algorithm

APre-processing: Filtering
A Assumption
A Rare examples enclosed by a minimum- radius hyperball

Alntuition
A Safely discard unlabeled examples far away from the minority class

Unlabeled
examples

Center & _ Filtered unlabeled
examples

Labeled minority
class examples

Oneclass SVM




RACH Algorithm

AFormulation

Radius Parameters

Problem/

min R+

R2.c,a.3 Center

Slack variable——«; > 0. -
for labeled
examples from
majority class

||X;’3 T CH2 g R2 _|_ /8!{8—7?-1—?1.27 k — n‘l _|_ n‘Q _|_ 1 IR n
Bkeni—n, =20, k=n1+no+1,...,n

Slack variable for
unlabeled examples

U)




RACH Algorithm

Alntuitions
MOST labeled examples from the
majority class outside the hyperbal
Problem 1.
min  R? +
R?.c,a.3 ALL labeled examples from the
.t [|x; — minority class inside the hyperball

a, >0 d=1,...,n

1% = CHQ - MANY unlabeled examples
|xk —c||” < R” + G enclosed by the hyperball

Bk—ni—my =0, k=n1+no+1,....n

Intuition: find the smallest hyperball that covers the denser

support region of the minority class




Empirical Studies: 20 Newsgroups

better

F-Score

0.45

0.4}

0.351

0.2

0.2}

0.15; »

RACH
\
——— —IN
. - SVM-Perf
, "

L TSVM Under-Sampling

KNN

0.1f

0.05r

Manifold-Ranking

011 0.I15 OI.2 0.25
Label Percentage



Empirical Studies

better

better

F-score

0.45
04
0.3
0.
0.2
02
0.15
0.1 == Manifold-Ranking
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—e—TSWM
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better

better

—6— KNN ,
0.8 ~—#— Manifold-Ranking ’
== Under-Sampling ll
0.75F —o—TSVM ,
==de— RACH '
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0657 Ak IOy '
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0.821 —sk— RACH
= ¥ = SVM-Perf
0'08.05 0.1 0.15 0.2 0.25
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Part Il: RCA for Tempora
Seqguential Data



Application 1: Health Condition Monitoring

AHeart Disease

Alnseparable from normal patterns
AHigh skewed
AMultiple sources

Segmentlevel:
irregularpulse

= [omee]

£ FIANIAPANAANAAA \
M Sequence
e M > level:

abnormalbio-

v S
WWWMMWWM»N\/\MWM signals
) §




Application 2: Synthetic ID Detection

ASynthetic ID
A Combining real and fake identifying information |
AExtremely imbalanced distributions [Segment-level |
AReal time transaction

2 S
% $S
% &0@ ss";b S
YOUR DATE OF
& BIRTH ) O
o [ ]
[ ]
[ ]

I Sequence-level I Q O O
SYNTHETIC IDENTITY THEFT Q o) O
NORMAL PATTERN SUSPICIOUS PATTERN
R & o Ol ...
O OJ </

i



Application 3: Insider Trading Detection

o~
I
[N
o~
Il
=
o~
Il
S

N
p)

Sequencdevel:
Insider

Boundary

2
2
Q % Security
2

Segmentlevel:
Insider Trading

)
o
2
o
2
~
o
2
2
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Challenges on Temporal Data

AHeterogeneity
A Different length of temporal sequences

A Different types of temporal patterns

AHierarchy
A RCA amongmultiple time series
A RCAwithin a given time series

ASparsity
A Seguence-level targets are rare

A Segments-level targets are rare



Taxonomy

Rare Category Analysis for Temporal Sequential D

Ata

|

Segmentevel RCAl

l

Points

A Profile similarity base

Timeserieslevel RCA

A Unsupervised approached
A Supervised approached

Subsequences

A Regular subsequence

A Deviants based \ A Irregular subsequence

Bilevel RCA




Rare Category of Points

AProblem
AGiven: atime series o o ho B fw
AFind: the rare categories of pointsin e.

AApproaches

AProfile -similarity -based methods wiiams etat. irops2007
ADeviants-based methods [Jagadish et al., VLDB1999; Muthukrishnan et al., SSDBM2004]

Anomaly

ﬁ 0 Abnormalpoints=Rare Examples

8 10 12
|

6
l




Profile -Similarity -Based Methods

Alntuition
AMaintain a profile for the normal patterns (majority classes)

Aldentify abnormal patterns (minority classes) by comparing new
time points against the profile.

ATiresias system
ATarget multi -variable OS performance metric time series
AMaintain a normal profile and the variance vector

AAny new data points is compared both with the normal profile and
the variance vector to compute its anomaly score

A A W.wiliams, S. M. Pertet, and P. Narasi mhlaomx KJdilrerse aBr e®il acikon i n Distributed sBipused Rronassing Symposilhr o c .

(IPDPS), 2007, pp. 1i 8.



Deviant -Based Methods

A I ntu iti O n s X =(38,53,33,390,210,371,46,72,174,47.273,21,30,107,46)
AFind points in a given time series whose o] I G- 19
removal from series results in a histogram 0]
representation with a lower error bound o
than the original.
80 |
AApproaches X |I.I|||I‘| LD
AFind the optimal set of 'Qdeviants always N , ®
consists of the ahighest and remaining Q a ] o I o34
lowest values for some « Q - the Sequence 1 the sequence
A Propose a dynamic programming based
solution that maintains a partial solution I
only for a few interspersed indexes of the
time series rather than for each value “ “

Point 11 and 4 are the rare examples

A S.Muthukrishnan, R. Shah, and J. Vitter, @AMining Deviants in Ti me Se rtatistical Databasa MaBagemer (8SDBR), Jum P

2004, pp. 41i 50.



Taxonomy

Rare Category Analysis for Temporal Sequential D

Ata

|

Segmentevel RCAl

l

Points

A Profile similarity base

Timeserieslevel RCA

A Unsupervised approached
A Supervised approached

Subsequences -

A Regular subsequence

A Deviants based \ A Irregular subsequence

Bilevel RCA




Rare Category of Subsequences

AProblem
Normal Heatbeat

AGiven: atime series ¢ who M8 ho .
AFind: the rare categories of subsequencesin e. “/LWM%
Irreqular Heartbeat

A

Abnormalsubsequences Rare Example:

AApproaches

ARegular subsequences
A Discord DiSCOVvery [keogh et al., ICDM2005; Yeh et al., ICDM2016]
A Signal-transformation -based methods uetat., somz007]
A Matrix —profile -based methods [Zhu et al., ICDM2018; Linaridi et al., SIGMOD2018]

Alrregular subsequences



Discord Discovery

ADiscord Definition

Given a time series Y the subsequence O of length € beginning at
position ais said to be the discord of "Yif ‘O has the largest distance
to its nearest non -overlapping match.

AApproaches

AThe brute force solution s to consider all possible subsequences
| ¥ "Yof length € in "Yand compute the distance of each such i with
each other non -overlapping i N 3.

AThe top-K pruning reordering the subsequences to make the
computation more efficient with various heuristics, such as
symbolic aggregate approximation (SAX) [Keogh et al., ICDM2005] and
locality sensitive hashing [wei et al., ICDM2008].

A E. Keogh, J. Lin and A. Fu (2005). HOT SAX: Efficiently Finding the Most Unusual Time Series Subsequence. In Proc. of the 5th IEEE International Conference on Data Mining (ICDM 2005),

pp. 226 - 233., Houston, Texas, Nov 27-30, 2005.



Signal-Transformation -Based Methods

AHaar Wavelet Transform

A Provides better pruning power
A Can dynamically determine the word size (unlike SAX)

AApproaches [Bu et al., SDM2007]
A Haar wavelet transform
A Normalize Haar wavelet coefficients

Aldentify cutpoints by treating this distribution as Gaussian such that area
between any 2 cutpoints is same

A Map Haar coefficients to symbols based on  cutpoints
A Perform appropriate ordering of subsequences to use as candidates and

CO m pare Top-3 dis;:ord Top-2 discord
200 One/years power demand at a Dutch research facility \ | Top_3 dlscords In power
:MWUMMWW&W n Lj | consumption history of a Dutch
A it sl , i JB .~ =] research facility in year 1997

New years eve 1997

New years day 1997 Top-1 discord

A Y.Bu, O. T.-W. Leung, A. W.-C. Fu, E. J. Keogh, J. Pei, and S. Meshkin, AWAT: FiKndimsgoTfTadps in Time Series Database, 0 in

2007, pp. 449i 454.



Matrix -Profile -Based Methods

AWhat is the Matrix Profile?

AThe Matrix Profile (MP) is a data structure that annotates a time
series.

AThe matrix profile at the  "Q location records the distance of the
subsequence Qo its 'Q -nearest neighbor.

Alllustration Examples

f\ ﬁ\l A P fnon |
AR I', 1 m L / l‘, A, \I f | I " f k. A |'I 1
,'Ts-"p’1-\ﬂJ.'1'l-,nlﬁ‘r‘-.w'qumdlrw \ | h. ',Iu{-"lr'hr'uI[LI’i'|"J'n"Wl‘P"“‘»"‘"‘W~‘.ﬂ!‘x‘f‘-_f|]‘l\”wqﬂ’|”M\l’"’fhv‘?*”“F{ﬁ‘[ﬂ‘i“ﬁ1?%“‘7\'-\’|"-"M'r"-'l‘ﬁ'f -]L [ rw'u.r,ﬂﬁh*m»fwﬂv‘rw‘»;'u%H,1f,\ffu#lw,«a;»ﬁw'ﬂahﬂyﬂ“w1,*['ﬁ-m\v,hfwln-ﬁ'( \/ 1/ "| _,n'V‘J“l:'-»~,“W-ua‘Y\,‘\'Hﬂ%ﬁjr‘r'w“f'\[ﬁ”‘r%'lw"‘l‘@v\hw
I J‘ JI .h.f U \f \/ V.

Time SerieSY

Matrix Profile \ U U -

0 500 1000 1500 2000 2500 3000

the subsequence starting at 921 happens to have a distance of 177.0 to its nearest neighbor (wherev

A Mueen, A., Keogh, E. , Time Series data Mining Using the Matrix Profile: A Unifying View of Motif Discovery, Anomaly Detection, Segmentation, Classification, Clustering and Similarity Joins,

KDD tutorial 2017



Matrix -Profile -Based Methods

AMajority classes
ARelative low Matrix Profile value
AHave relative similar subsequence through the data

AMinority classes
ARelative high Matrix Profile value
AUni que in the shape (such areas are

M’\“‘aj NAN Vﬁrw“ AAN MM/\/‘ ANANAAA
%Ju[v\f\ﬂl "fmﬂ \WU\J Uu'ﬂ*uf W ﬁwu\wﬁmﬂ\;v\ﬂuw

~ Rare Categories

0 500 1000 1500 2000 2500 3000



Matrix -Profile -Based Methods

AElectrocardiogram
AMIT -BIH Long -Term ECG Database
ATwo anomalies annotated by MIT cardiologists
ARelative high MP values for ectopic beats

UMMM L
Ttpbdf “N vT“J ar e i""t””




Irregular Subsequences

AProblem
AThe time series Y (wh )N )M ho is not collected with an
equal sampling rate,
A Given a time series “"Y 0 0 is not all the same for all " phch8 R .
A The pattern are defined as a subsequences of a set of consecutive points
n {(wh)Bho M )}
ASolution

A [Chen and Zhan, JCAM2008] propose a outlier detection methods for unequal
Interval time series.

A Subsequences are abnormal if there are very few other patterns with the
same slope and the same lengths.

A To identify anomalies at multiple resolutions,  Haar transform is used.

A X. Chen and Y¥sc&heanAndnelly iDetection Al gorithm based on | nfnalang Applied Mathentatice voln214 fo. 1Tgp.A271 S e

237, Apr 2008.



Taxonomy

Rare Category Analysis for Temporal Sequential D

Ata

|

Segmentevel RCAl

Points

A Profile similarity base

Timeserieslevel RCA

A Unsupervised approached
A Supervised approached

Subsequences

A Regular subsequence

A Deviants based \ A Irregular subsequence

Bilevel RCA




Time-Series -Level Rare Category Analysis

AProblem

Given atime series database.
Find: all the rare categories of time  series.

Alllustration Example

Observations

& [eTeTe[ - ToTole]

n

p
& [eTeTel -Te[ - ToJeTe]

@

& el TaTel- TelalaTeT - ToTe] ‘ An abnormal signal = A Rare Example

n®

3 [e]o]o] .. [e]e]e]
<

nM=1)

»
,
& ETele] [e]o]o]
4 »




Nearest -Neighbor Based Methods

ADefine a similarity function to compare two time series
AnLCS: length of the longest common subsequence Feature spac
ADTW: dynamic time warping
Aé

ACompute the clustering spaces
A K-medoids

A K-means/ Phased K-means
A Single-linkage clustering

ACalculate the likelihood score for rare categories
A KNN -based methods [He and Carbonell, NIPS2007; Chandolaet al., 2008]
A Sampling-based methods [pasgupta and Hsu, ICML2008]
A Mean-shift -based methods [vatturi et al., KDD2009]

Positive
class: normal

/_/ H‘yper plane
= Origin belongs to negative class



Window-Based Detection Methods

AAdvantage : Better localization of anomalies compared to
technigues that compute time series outlier score directly

ADisadvantage: New parameter -- window length parameter

Introductlonmt —

_ Sequences v

| Normal

or Abnormal

Windows
|

|
|
| Windows
1

:

| Database
- l i

\4 \4
AS(wy) AS(w3)




Supervised Approaches

ASubsequences of positive and negative strings of behavior as
features with
A String matching classifier  [Cabrera et al., 2001; Gonzéalez and Dasgupta, 2003]

A Neural networks [Dasgupta and Nino, 2000; Endler, 1998; Gosh et al., 1998: Ghosh et al.,
1999a; Ghosh and Schwartzbard , 1999]

A Elman network [Ghosh et al., 1999a]

ABag of system calls features with decision tree, Naive Bayes,
SVMS [Kkang et al., 2005]

ASliding window subsequences with
A SVMSs [Tian et al., 2007; Wang et al., 2006]

A Rule based classifiers (Classification using Hierarchical Prediction Rules
(CHIP)) [Li et al., 2007]

AHMMSs [Gao et al., 2002]



Taxonomy

Rare Category Analysis for Temporal Sequential D

Ata

|

Segmentevel RCAl

l

Points

A Profile similarity base

Timeserieslevel RCA

A Unsupervised approached
A Supervised approached

Subsequences

A Regular subsequence

A Deviants based \ A Irregular subsequence

Bilevel RCA




Bi-Level Rare Category Analysis

AProblem
Agiven: (i) a time series database: “¥{e~( ) ) oME!)) )}, (ii) Prior :
0 .
AFind: (i) sequence-level predicted label: { & ( ( 1 )00 ) )& (i)
Segments-level predicted label: { «( ) ) «EL) )

VRS

Observations Bi-Level Labels

§ Glelel = Telele) oTele] = TeloTe]
n
Y0 i s ) e VY OuECe—t
[&|||A||<: :>| RS REEgD I\]R,enme
Sequence
Segments
8 ool - Telels] e | | EEEEe e
n(l«'— ““'V]_
)
8 e [c[ele] 1 CIE — [o]ele]
0] (M)

A Dawei Zhou, Jingrui He, Yu Cao, Jae-sun Seo. Bi-level Rare Temporal Pattern Detection, IEEE International Conference on Data Mining (ICDM-2016), December 2016



BIRAD Algorithm

AModeling Abnormal Temporal Sequence

Ly =1n Pr(y™), 20m)|y(m = 1)

1y ()

= In[ [T Pr™ ™, v =

Prnormal

Hidden Markov

1)

(i=1)

Emission Probability

Assumptions

n )

< Pr(p™| v =

XHPT

(m) y(m) —

Yj—1>

)]

Initial Probability

Transition Probability

— Emission Probability
< 7n m T v “( ) ,( )"“( )
L= S N @™ o) + (1= ™) N (2™ o, 00) I
7—1
= ) 1) 1 EOEIAA A A
Hlyp Inao+ (1 =y ) In(l — ao)] T oafle)
[, (m) )
(m) (m) S (m) (m) (m)y, (m)
+ jZ:;[ J— 1y3 1na11+ .Uj—il(l UJ )111(1 —(11]_) +(l UJ [)gj 111(},{)1\ 4 OAT OE'G"DIEA A\\ﬁ
m m 1) ) _ )v ( )
1= gD = ") (1 - ao)] 0af ' R o)

1-—

Pabnormal

Pabnormal

S oma ) o 3

1- Prormal
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BIRAD Algorithm

1- Pabnormal

AModeling Normal Temporal Sequence pcm P:m
‘HM' .Abnormal

Lo = In Pr(y(™, ™)y (™ = ()
() 1
= ln[ H P’I“(aj'z(m)|y@(m)’ Y(m) — O) Prormal
i=1
()

< Priy™ [y = 0) x I Priy™y 2.y = o)
j=2

=1

Assumption: All temporal segments are normal within R o e
P P g 0 af )SU( )i )

normal temporal sequence. T P

n(m)

LO = Z 1DN(.’E5m), [,L0,0'O)

i=1

Emission Probability
0@ g ) m

\ 4




BIRAD Algorithm

AOver -all Objective Function

Prnormal

S Cema

argmax y: (1 =Y ) [Lo(z™™)) +1n Pr(Yy (™ = 0)]

YL (™) + In Pr(Y™ = 1)]

st [ = max ylm)

m=1,./. M,i=1,...

()

?

v

Assumption: Only abnormal
sequence @ p) contains

abnormal segments{ P)

Probability ofe©) is
normal (X 0 1)

Probability ofe©@) is
abnormal (X ) p)

1- Pabnormal

Pabnormal

-

1- Prormal



BIRAD 0 iteration O

Model Initialization: randomly select abnormal patterns

Abnormal

Time Series 0

o

0 20 40 60

Timestamps

Abnormal

Time Series 2
9.4
9.2 l l

8.8

0 20 40 60

Timestamps

80

80

Abnormal

9.75

9.5

9.25

9

8.75
0 20

Abnormal

9.75

9.5

9.25

9

8.75

Time Series 1

-

40 60

Timestamps

Time Series 3

-

40 60

Timestamps

80

80




BIRAD 0 iteration 1

Model Updating:

R,

T oBh,

T

Abnormal

i

10

8
0 20

Abnormal

9.4

9.2

9

8.8

Time Series 0

||

40 60 80
Timestamps

Time Series 2

Iy, |

40 60 80

Timestamps

«— il

Abnormal

9.75
9.5 l

8.75
0 20

Abnormal

9.75
9.5 l
9.25

9

8.75

Time Series 1

40 60

Timestamps

Time Series 3

40 60

Timestamps

80

80



BIRAD O iteration 2

Model Updating:

« b,

T

utp @,

T
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BIRAD O iteration 3

Model Updating:

« b,

Tl |

~7

P .
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BIRAD 0 iteration 4

Model Updating: *

R,

b

@l p b,

T80
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BIRAD O iteration 5

Model Updating:

R b,

Tl

p &N,

P
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Part 3: Rare Category
Analysis for Network Dat
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Taxonomy

Rare Category Analysis for Network Data

l

v

Static Graph|

l

v

Dynamic Graph

Homogeneous network
Heterogeneous network

l

‘ Plain Graph

Low-order structure
Highorder structure

l

Attributed Graph

Community based
Embedding based




Rare Category in Weighted Graphs

AProblem

AQ1: Given aweighted and
unlabeled graph, how can we spot
strange, abnormal, extreme
nodes?

AQ2: Can we explain why the
spotted nodes are anomalous
(rare examples) ?

A L. Akoglu, M. McGlohon, C. Faloutsos. OddBall: Spotting Anomalies in Weighted Graphs. PAKDD, 2010.



OddBall Algorithm

AFeature extraction .
AU : number of neighbors (degree) of egonet "Q  /#

e % o 0 O
(]

A'O: number of edges in egonet Q= ¢

A : total weight of egonet "Q 3%

(0] :
¢ 0

A_ : principal eigenvalue of the weighted adjacency matrix of
egonet Q . .



OddBall ALgorithm

AProposed method

AFor each node,
AExt r ac tn ed edgstgp neighborhood) [——1.0817x + (0.15652) = y

A Extract features (#edges, total weight, etc.) — 1O DI 7y
A features thatcouldyield 01 aws 0
A features fastto  compute and interpret

ADetect regular patterns

#

total weight W

A Examples from majority classes 1“2% g f% =r
A Compute the distribution of regular patterns 1 < e
10’ & ¢ o

ADetect irregular patterns
A Examples from minority classes e - -
A Compute the anomaly score = distance to fitting line #edges E

uniform, robotlike behavior

ol " P R |
10* 10°



Rare Category In Bipartite Graphs

AProblem

AQ1. Neighborhood formation (NF)
A Given a query node 1} in 1, what are the relevance

scores of all the nodes in 1 to i ? 25
A EX: Similar authors in publication networks
25
AQ2. Anomaly detection (AD) 05

A Given a query node 1} in 1, what are the normality
scores for nodes in  thatlinkto 1 ?

A EX: Unusual papers in publication networks

o ©

=
002f 33
P

4L

A J.Sun, H. Qu, D. Chakrabarti, and C. Faloutsos. Neighborhood formation and anomaly detection in bipartite graphs. ICDM, 2005.



Neighborhood Formation

AMain Idea
AConduct RandomWalk -with -Restart from 1

ACompute steady-state w as neighborhood
relevance

A Construct transition matrix 0
A Fly-back probability to 1

(1-¢)

A Solve for steady state i
O 500 &

002

05
01

V1
/
—
L

0l

[\

N

1) 3830

R

25

05



Anomaly Detection

AMain ldea
APairwise onormalityéo

AFunction of (e.g., @& U)'@air -wise scores
A Find set S of nodes connectedto 0

A Compute $Y8 6 normality matrix Y
A Asymmetric, diagonal reset to 0

A Apply score function "QY
A EX: QY aQwyY

SCOTres

of

n e



Reveal Rare Category via NNrMF

AMatrix Tool for Finding Graph Patterns

Lowrank matrices Residual matrix

/

Graph ==p Ad]. MatrixA ==p A

A H. Tong, C. Lin: Non-Negative Residual Matrix Factorization with Application to Graph Anomaly Detection. SDM, pages 143-153, 2011.



Reveal Rare Category via NNrMF

AMatrix Tool for Finding Graph Patterns

Lowrank matrices Residual matrix

/

Graph ==p Ad]. MatrixA =p A

|

) Conference
1/1]0 0
1/1]0 0

21,1/0 0
30 1 ]1]1
o, 0|11
o0 |11

Adjacency matrix: A

community' &momalies
o

G: Conf. Group

N
F: author group

R: abnormal connection

An lllustrative Example



Improve Interpretation by Non  -negativity

A A Typical Procedure: Interpretation by Non-negativity
Comrpunity —

Adjacency
Graph —— Viagrixa > A @@

anomalies

A An Example _ _
Conference Nonnegative Residual
Matrix Factorization

g e

e *
djacenc y matrix: A o R: abnormal connection Th IS Pape r

Nonnegative Matrix Factorization
F>=0;G>=0
(for community detection)

cont” R(i,j)>= 0; forA(i,j)> 0
s I (for anomaly detection)

p | Ol0OC oo
[ N N )




Optimization Formulation

argming o = IRnxi ® Woyl|7 — Weighted Frobenius Form
n [
Common in Any = ) D (A(i.j) - F(. :)G(::j)) Weight
Matrix Factorization i=1 j=1
s.t. forall A(z,7) > 0:

@f‘- )G(: ) <A g, Non-negative residual

fIFmRdGdopti mal O

0]
A C1: nonrconvexity of opt. objective
A C2: large size of the graph

Q: How t
AD1: Quality a
AD2: Scalability &



Rare Category with High -Order Structures

AProblem a .

AGiven: Graph "&(w, O, user-defined structure 0.

AFind: Find astructure -rich dense subgraph that largely preserves
the user -defined structures.

[Zhou et al., KDD2017]

. de

| Dense Subgraph with User-define structure
rich 3-node lines 3-node line

A D. Zhou, S. Zhang, M. Y. Yildirim, S. Alcorn, H. Tong, H. Davulcu, J. He: A Local Algorithm for Structure-Preserving Graph Cut. KDD 2017: 655-664



High-Order Structures in Real Applications

£ &3

Triangles Loops

R 4

Internet Social Network Online Transaction




High Order Conductance

ADefinition

For any clustero in graph Oand the'Q -order structureN , théQ -order
conductancds OfN s defined as

o 6(BIN) >
oh)
T TR
The number of network The number of The number of
structuresN broken due network structure:Nin network structure:N)
to the partition of Ointo 6. ol
6 and ol




High Order Conductance

CutO

o O(BIN)
| E{ (BIN)A 6N 1}

5 (6FN)

. .
( -order conductance O=—0

v e P
5 (OIN) TETh o pAT
i ™“order conductance A
BON) e =

| Ebot o



HOSPLOC Algorithm

AConstruct Adjacency Tensor

Given a grapfO @O , the™Q -order network structureN{ oriOcould be
represented in &dimensional adjacency tensofas follows

1 {iy,i2,..., ir} €V and form N,
0 Otherwise.

T(i1,90, « s i) = {

Example: For the set of nodes {2, 4, 1}
Nphtlg) ™

"o

AD For the set of nodes {6, 8, 10}
Xp hp)  p

o




HOSPLOC Algorithm

ACompute Transition Tensor

Given a grapiO  (whO) and the adjacency tensorfor the'Q -order network
structureNl, the corresponding transition tensorcould be computed as

T(i1,i2y...,I0f)

P(iy,iz,...,i;) = = -
(i1, ) ?1:1 T(i1,io, ..., ir)
Example: For the set of nodes {2, 4, 1}
L(phit) T
¢ o
. For the set of nodes {6, 8, 10}
i o O(p fiiy) pTo

" 0”0 6"



HOSPLOC Algorithm

AUsi ng t hled oa pamrko KidndReaedisi tlkerhigh -order
random walks can formulated as
nt) 0N 8 1
AVector based graph cut

ALocally conduct high -order random walks to explore N.

ACompute the permutation “ of the returned HRW distribution N such
that:

q(r(1) _ q(r2) _  _ qlx(n)
d(x(D) ~ d(x(2) ~ T dx(n)

Alteratively check the potential cuts 01,0 2,0€1 1), where

o_Q"( 1)"(%.e,




Hierarchical Rare Category Detection

AProblem
AGiven: Adjacency matrix =, missing edge penalty 1), number of
hierarchies v ;.density increase ratio —.

AFind: Subgraph node indicator vectors e he

?'(
E(

n
j -
2
@®
-
-
()]
. 7' - N
u. : % v. ’1;- ‘.;:‘ » ~‘\' %
— - o b 0
Jiawei Han it c
? ()]
: QO
. ()]
e S o ©
S g w

A s Zhang, Dawei Zhou, M. Y. Yildirim, S. Alcorn, J. He, H. Davulcu, H. Tong. HiDDen: Hierarchical Dense Subgraph Detection with Application to Financial Fraud Detection.



HIiDDen Algorithm

ADensity Measure
A Intuition:

A #1: Maximize the number of existing edges
A #2: Minimize the penalty of the missing edges

AMathematical Details:

L =).

| ABi(e) o =19 fe (
(& e {Tip} \
Intuition #1
ACorrectness:

l

Intuition #2

A Equivalent to edge surplus density w.r.t quasi -clique

ARelaxation:

o v {rip)




HIDDen Algorithm

AConstraints for Hierarchies

A Constraints:
A #1 8 Density variety: densities in two hierarchies exhibit a difference
A #2 8 Nested node set: larger subgraphs contain smaller subgraphs
AMathematical Details:
A Density variety:

(o) =o (¢ ) =e
(o) ( Be | T[Ce ) < Be

ExampleQ? p® Q
A Nested node set:

w Pw P® ° o o
Examplewy Pw Pw P w



HIiDDen Algorithm

AObijective function:

oz N edge surplus in
A AD e) [ = A 5]e Q hierarchy
| & o )(Z ) = e (e ().( ) = 5e density variety
1‘ o pFl.:FB F:) nested node set

AObservation: a non -convex quadratic constrained quadratic
programming problem (QCQP)

A Optimization: alternative projected gradient descent method



Taxonomy

Rare Category Analysis for Network Data

|

v

Static Graph|

l

v

Dynamic Graph

Homogeneous network
Heterogeneous network

l

Plain Graph

Low-order structure
Highorder structure

l

=)

Attributed Graph

Community based
Embedding based




Community Outliers for Attributed Graph

AProblem

AGiven: An attributed graph "O  «hOh , where w presents the set
of nodes, Orepresent the set of edges and  w represent the node
features.

AFind: Objects (Rare Example) with features deviating from other
community members

A J.Gao,F. Liang, W. Fan, C. Wang, Y. Sun, J. Han: On community outliers and their efficient detection in information networks. KDD 2010.



An Unified Probabilistic Model



